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Abstract—The objective of this study is to discover the
perspectives of cloud providers towards cloud computing
adoption in Malaysia in terms of the challenges faced by
cloud providers and reasons for the adoption. Data were
collected through semi structured interviews with three
cloud providers. The findings indicated security concern,
difficulties in learning cloud computing infrastructure,
changes in IT roles, high cost of bandwidth and life span of
IT equipment as challenges faced by cloud providers in
providing cloud service in Malaysia. This study also
discovered cloud scalability, end-to-end management, high
level security, and customizable as the reasons on cloud
computing adoption. The findings of this study help people
to understand more about the current situation of cloud
computing adoption in Malaysia.

Keywords—cloud adoption, cloud computing, cloud
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I.INTRODUCTION

Cloud computing is one the promising technology
for the future information technology (IT) field and
considered to be the latest revolution of the internet
[1], [2]. Over the years, the number of interests has
increase in its implementation due to its ubiquitous
characteristics [3]. Even, cloud computing has been
considered as an essential utility like other important
utilities such as electricity, water, and telephone [4].
Asia Cloud Computing Association (ACCA)
Readiness Index 2018 evaluates 14 Asian countries
and ranked Malaysia as 8th position. This indicates the
fact that cloud computing adoption among Malaysia
companies and organizations require improvements.

With all the claimed benefits for organizations that
implement cloud computing including reliability,
flexibility, scalability and cost savings [5], [6], [7], [8]
there are also concerns over the potential risks of
implementing cloud computing. Scant attention is
given to the issue of privacy and security as many
researchers has stated privacy and security issues as
one of the biggest reasons for a company or
organization not to implement cloud computing [3],
[9]. [10].

Cloud computing providers are those companies that
offer network services, infrastructure or business
application in the ‘cloud” where it will be hosted in the

data center. The role of providers is very crucial in the
case of cloud computing services. The objective of this
study is to understand the challenges faced by cloud
providers in providing cloud services to companies and
organizations in Malaysia. This study aims to help
cloud service providers and consumers to understand
more about current situation of cloud computing
adoption in Malaysia and facilitate toward the progress
of the Industry 4.0 [11].

Il. LITERATURE REVIEW

Talking about the definition of cloud computing, the
most common and well-known is the definition stated
by America National Institute of Standards and
Technology (NIST). NIST defined cloud computing as
“a model for enabling convenient, on demand network
access to a shared pool of configurable computing
resources  (e.g., networks, servers, storage,
applications, and services) that can be rapidly
provisioned and released with minimal management
effort or service supplier interaction” [12]. According
to [13] cloud computing representing two major keys
in information technology (IT), which is IT efficiency
and business agility. In terms of IT efficiency, cloud
computing allows modern computer to utilize
efficiently and it also enhance IT to be used in mobile
interactive applications that responds in real time user
requirement. Business agility on the other hand
represents the effective and strategic use of IT tools by
businesses to gain competitive edge through for
example rapid and scalable deployment, cost efficient
procurement and avoiding huge upfront payment for
ICT infrastructures.

Asia Cloud Computing Association in Cloud
Readiness Index 2018 evaluates 14 countries in Asia
including Malaysia in terms of cloud computing
adoption where Malaysia ranked 8th place. There are
10 indicators measured in the evaluation: International
connectivity, broadband quality, power and
sustainability, cybersecurity, privacy, government
regulatory environment, IP protection, business
sophistication, and freedom of information. It has been
stated in the report [14] that Malaysia performed well
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in the Cybersecurity parameter at the same time made
moderate progress in  Government Regulatory
Environment compared to last year. In order to
improve the adoption of cloud computing in Malaysia,
[14] recommended Malaysia to focus on improving its
cloud infrastructure especially in terms of broadband
speed. Other than that, it is advisable for Malaysia to
review its freedom of information and privacy laws as
current laws seems to go against the dynamism that
cloud computing can bring about. Plus, it is necessary
for Malaysia to improve its regulatory environment by
demonstrating the value of cloud technologies to help
businesses and government agencies.

Over the past years, many researches related to
cloud computing adoption in Malaysia have been
conducted. Most of the related researches aim to
understand the adoption of cloud computing in
Malaysia from the perspective of clients [15], [16],
[17], [18]. Three of the papers mentioned above
applied the Technology Organization Environment
(TOE) framework to identify the determinants factors
affecting the adoption of cloud computing [14], [15],
[18]. [15] in their study identified cost saving, top
management support, competitive pressure, and
trading partner pressure give positive impacts on cloud
adoption while security and reliability issues as
negative factors of cloud adoption in Malaysia. On the
other hand, [17] focused on identifying the
organizational factors affecting the adoption of cloud
computing where the researcher discovered only
information technology (IT) resources affect cloud
adoption while there is no significant relation between
top management support and employee knowledge on
cloud computing adoption. [18] in their study found
cost saving, top management support and technology
readiness as the factors affecting cloud adoption
among SMEs in Sabah. However, they did not find any
significant relation between relative advantage,
competitive pressure, and external support on cloud
adoption.

Meanwhile, [19] chose accounting practitioners
both in the audit and commercial fields as their
samples where they discovered, cost and time saving
as the main reasons for cloud adoption, while lack of
perceived benefits, and security as the reasons for non-
adoption. [20] and [16] used Diffusion of Innovation
(DOI) theory in their studies to identify factors
affecting cloud adoption among organization in
Malaysia. [20] found significant relation between
relative advantage, compatibility and IT personnel
knowledge on cloud adoption. While [16] found only
complexity influenced the cloud computing adoption.

However, research that is related to the cloud
computing adoption from the providers’ perspectives

is hard to find. The only literature that the researcher
found which is the most related with this study is
conducted by [21] where their study aims to discover
the determinants of clients and provider’s relationship
continuance model. The fact that there are minimal
studies conducted to understand more about cloud
computing adoption especially in Malaysia from the
provider’s perspective [22] has motivated the
researchers to conduct this study.

I1l. METHODOLOGY

This study is a case study research as the case study
method provides a good design method for
understanding the adoption of cloud computing in
Malaysia from providers’ perspectives. The method is
appropriate  when researchers are forced by
circumstances to define research topics broadly.
Typically, case study research is used in qualitative
studies to solve questions such as “how” or “why” and
ideal for research involving a limited number of
respondents. This study employs interview as a data
collection method. A semi-structured interview
technique allowed the researchers to adapt questioning
to the respondent’s understanding of the topic under
discussion. Questions were not fixed so that the
researchers could probe and clarify responses in
relation to the dimensions of the research topic. The
interviews ranged in duration from 20 to 30 minutes.
All the interviews were digitally recorded and
transcribed.

The data from the interviews was analyzed using
thematic analysis. In this study, the thematic analysis
approach used is data driven where the steps involved
in building themes are categorizing, conceptualizing
and abstracting. Interview transcripts were repeatedly
engaged in the interpretive process. This took the form
of reading the interview transcripts and noting all
significant content relevant to the perspectives of cloud
providers towards cloud computing adoption in
Malaysia. These codes were developed into themes as
the analysis continues and the researchers also returned
to the original audio recordings to check pauses and
tone of voices. The purpose of this action was to
maintain a close link with the interview data during
analytical process.

IV. FINDING AND DISCUSSION
The overview of three cloud providers and their
perspective on cloud computing adoption based on the
findings are discussed. These includes challenges in
providing cloud computing service in Malaysia and
reasons on the adoption of cloud computing by
companies and organizations in Malaysia.
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4.1.Cloud Providers Overview

Cloud Provider A is a Malaysian company that
provide web hosting solutions for companies and
individuals that aim to build up their business in their
respective industries. At the present time, Cloud
Provider A is offering a wide variety of enterprise web
hosting services to more than 50,000 customers, both
local and overseas. The percentage for year-over-year
renewal rate is 90%. The key strength of the company
is their products and services where they put a lot of
thought into designing complete solutions that can help
their customers to do well in their respective industries.
They also offer variety of web solutions that fit with
clients’ requirements and expectations such as
dedicated server hosting, migration services, managed
services, domain name services, web hosting, email
hosting, co-location services and cloud hosting. There
are several cloud hosting plans that customer can
choose according to their business needs. The latest
plan offers by the company is the OpenStack Cloud
Hosting Plan where customers are allowed to use and
pay the cloud services by per hour or by per month.

Cloud Provider B is a German global IT services and
consulting company founded in 2000. The company
was the largest German company and one of the largest
European IT services company. Cloud Provider B
supports corporate customers in the area of
infrastructure operations, as well as managing end-
user services. Cloud Provider B is a multi-customer
operations hub where it provides services for multiple
accounts across the industries and countries. Cloud
Provider B provides different types of solutions to their
customers and cloud services is one of the solutions.
There are three different clouds offer by Cloud
Provider B which is Software as a Service (SaaS),
Platform as s Service (PaaS) and Infrastructure as a
Service (laaS). Each type of cloud services consists of
various types of cloud solutions.

Cloud Provider C is an MSC status company that
provide customers with information technology
solutions covering all major aspects of systems,
solutions and services. The Malaysia company of
Cloud Provider C was formally established in 1997.
There are three types of solutions offers by Cloud
Provider C which is industry solutions, business and
technology solutions and infrastructure solutions.
Cloud Provider C also provides a multi-cloud services
where they offer six types of cloud services that
customers can choose according to their business
needs. The six types of cloud services offered are
Fujitsu Managed Private Cloud, Fujitsu Cloud Service
K5, Cloud Service Azure, VMWare Cloud on AWS,
Oracle Cloud Services, and SAP on Microsoft Azure.

4.2.Challenges in Providing Cloud Computing in
Malaysia
The challenges are security concern, difficulties in
learning the cloud computing infrastructure, changes
in IT roles, high cost of bandwidth and lifespan of IT
equipment (refer Fig. 1).

) Securty coscem

Diffoulnes i lsamig CC infraseucius

Crualerge ir Providing
| Cloud Compusng Servicn

) & o Changes bn 17 robes
n Valrnla A\

High cont of bindwalt

Ulsgan of (T squagrrwest

Fig. 1 Mapping nonlinear data to a higher dimensional feature
space

This research found that security concern has
become the biggest challenge among cloud providers
in providing cloud computing in Malaysia. Problems
such as data breaches and data losses might have
happened when moving from business process to cloud
computing. Most of the time, files uploaded to the
cloud contain sensitive data of the companies. When a
cloud service is breached, cybercriminal can
eventually gain access to this sensitive data. This
security issue is one of the reasons why people still
hesitate to move to the cloud.

“Most of us, most of the entrepreneur, they are very,
have a bad feeling in security. They think ‘we cannot
go to the cloud’, ‘we cannot share our confidential
data’,” (Interviewee 3).

“I think, our entrepreneur needs to think our
technology nowadays is not like 1990’s. We are
already moving forward, so we have high security, so
entrepreneur no need to worry about this,”
(Interviewee 3).

“Obviously, security is always a concern of
customers that come to cloud computing. In fact, when
we present to our customer, we spend half of our time
talking about how we manage security and so on,”
(Interviewee 4).

Difficulties in learning cloud computing structure is
another challenge. Although cloud computing has
become a phenomenon in the IT field over the last
decades, this technology is still at its infancy and
slowly being adopted by businesses in Malaysia. This
is because, some people are still not familiar with
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cloud infrastructure. Although cloud computing has
been said as a technology that is ‘simple-to-use’, it still
has its own complexity. Cloud services have the ability
to cover the whole business process, this might take
some time for those people who are used to the
traditional way. Plus, they still believe, to move to the
cloud, they need to have a complete organization
structure and only after that they will start thinking
about adopting cloud computing in their business.

“As it’s a new trend, many people may face
difficulty to learn its infrastructure,” (Interviewee 1).

Moving to cloud computing means the role of IT
experts in organizations will change. Although migrate
to the cloud does not eliminate the need for IT supports
or departments, they eventually need to adjust their
skills according to cloud computing landscape. Their
jobs will be less about technology but more about how
to optimize technology to make businesses more
efficient. Plus, once they decided to move to the cloud,
they need to adjust their skills to suit the cloud
landscape as it has become their role to match up
business needs. For some companies, Information
Technology (IT) is not their core business. IT is just
being used as a supplement for their business.
Therefore, they don’t really need to have an IT expert.
The absence of IT expert is one of the reasons why
companies and organization hesitates to move to the
cloud because there is no one to tell them which cloud
services best suits them.

“they tend to fear lot of maybe enclosing their
control or IT environment, maybe their budget will be
cut, cut shorter or maybe in the future they will lose
their job,” (Interviewee 1).

According to the cloud providers, the high cost of
bandwidth is one the challenges faced by cloud service
providers. The cost of bandwidth in Malaysia are
considerably high compared to other countries such as
Vietnam, Mexico and Turkey. Even if the cloud
providers want to upgrade their server from 10MB to
20MB, the cost will turn out very high.

“In Malaysia surprisingly, cost of bandwidth still
high. We have spoken this to a lot of people, because,
we want to 10mgb to 20mgb, the cost will become
high. And 1 think a lot of Malaysia government they
know, | mean, if you compared dollar to dollar
Singapore, ours is very expensive,” (Interviewee 4).

Last challenge stated by the interviewee was the
issues on the lifespan of IT equipment. As a cloud
provider, they have to always make sure, every IT
solution they provided for their clients is up to date
with the latest trends. Therefore, they need to update
their IT infrastructure as they cannot use the same
infrastructure that has been used for 5 years. As time
goes by, newly upgrade IT infrastructures will come in

like new types of server, higher processing speed or
better storage system. Hence, they have to upgrade
their IT Infrastructure as much as they can to make sure
their services are among the best.

“We need to continue to upgrade our infrastructure.
Because we cannot have the same infrastructure that
have been using 5 years ago. Most of the equipment,
the lifespan of our equipment, the lifespan of our
equipment is within 3 to 5 years,” (Interviewee 4).

The findings of this study indicated scalability, end-
to-end management, high level security, and
customizable as the reasons people move to the cloud
(refer Fig. 2).

Cloud scalability in the context of cloud computing
means cloud resources can be upgraded or downgraded
at any time according to their business needs. Clients
would be charged only for the cloud space and
recourses they used, hence, the companies can reduce
their IT infrastructure cost.

“As | mentioned earlier, the beauty of cloud is that
you can increase the resources as and when needed, so
customers will upgrade their servers only when it’s
necessary,” (Interviewee 1).

Other than that, cloud providers will provide an end-
to-end management once the companies migrate to the
cloud and everything will be managed by the cloud
providers. Some of the companies use IT as a
supplement technology as IT is not their core business,
therefore, they do not hire IT experts in their
companies. With the implementation of cloud
computing in their business, they do not have to hire
more people to maintain their IT infrastructure or to
upgrade their system. This is because everything will
be managed by the cloud providers.

“Because, what we offer to them is that we offered
them managing end to end, they don’t really need to
have an IT expertise in the house,” (Interviewee 4)

High security standard provided by cloud providers
is also another reason people move to the cloud. Cloud
providers provide 24 hours’ security monitor which is
significantly more efficient than a conventional in-
house system. Plus, all the security procedures such as
provisioning steps, configurations, or patch steps are
being carried on time by the cloud providers. By
implementing cloud computing in business process,
everything will be automated. As a result, human error
can be reduced. IT supports are no longer having to
manually configure something on local or cloud
systems.

“So, for our company side, we used for data
protection by using of Germany Legislation Governing
so that we make sure all the information, data, contract
will be secured by using Germany Legislation Law,”
(Interviewee 3).
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Customization is another advantage of cloud
computing. People start to move to the cloud as they
find customize cloud infrastructures and services can
help them to grow their business without any limit.
They can move to any types of cloud without getting
any concerns about their business process as cloud
infrastructure specifically, private cloud is very
flexible. Plus, customers can actually pick and choose
which types of cloud best suits their business.

“So, if they want to move to any public cloud, we
can actually merge the cloud into their environment,
and also connect to our environment. So, we called as
hybrid cloud, where they can actually pick and choose
the best of each cloud. Customizable,” (Interviewee 4).
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Fig. 2 Reasons on the adoption of cloud computing by companies
and organizations in Malaysia.

V. CONCLUSION

This paper presents the finding of the challenges
faced by cloud providers in providing cloud computing
in Malaysia such as security concern, difficulties in
learning cloud computing infrastructure, changes in IT
roles, high cost of bandwidth and life span of IT
equipment. This study also discovered cloud
scalability, end-to-end management, high level
security, and customizable as the reasons on cloud
computing adoption. This study helps people to
understand more about the current issues in cloud
computing adoption in Malaysia from the perspectives
of cloud provider and at the same time provide support
to Industry 4.0.

This study uses interpretive paradigm with data
collected from semi-structured interviews with three
cloud providers to understand the adoption of cloud
computing from cloud providers’ perspectives.
Therefore, this study is not intended to be generalized.
In addition, further studies are needed to gain in-depth
understanding of the adoption of cloud computing
from the providers’ perspectives.
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